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1. Which activity is included in the security business requirements development service component in the

prepare phase?

A. Conduct Executive Sponsor Interview

B. Conduct Initial Interview

C. Conduct Business Requirements Workshops

D. Hold Partner and Cisco Systems Strategy Meeting

Answer: C

2. Which two service components are performed during the security implement phase? (Choose two.)

A. Security Readiness Assessment

B. Project Planning

C. Site Readiness Specification

D. Acceptance Testing

E. Configuration Management

Answer: BD

3. In the security design phase, which service component provides a comprehensive, implementation-ready

design for a security solution for the customer?

A. Implementation Plan

B. Business Plan

C. Staging Plan

D. Detailed Design Development

E. Systems Acceptance Test Plan Development

Answer: D

4. In which service component of the security operate phase would an escalation notification plan be used?

A. Project Management

B. Incident or Problem Management

C. Operations Setup

D. Change Management

Answer: B

5. Which service component includes the activity to complete the execution of

A. Staging and System Migration

B. Post-Implementation Support Handoff Meeting

C. Detailed Design Development

D. Staff Training

Answer: D

6. Which service component in the implement phase includes activities such as obtaining customer
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satisfaction, holding a lessons-learned meeting, and updating leading practices?

A. Security System Installation

B. As-Built Documentation

C. Acceptance Testing

D. Staging

E. Project Closeout

Answer: E

7. Which of these activities are included in the operate phase change management service component?

A. Standardize methods and procedures for authorizing, documenting, and performing changes to a

security system.

B. Define processes and principles to address, including changes, and manage security-related issues.

C. Provide and maintain reliable, current information about the security system (hardware, software, and

applications) pertinent to the individual components and attributes of the system, and how the components

interrelate.

D. Manage real-time incidents with security system components via the incident-management process.

Answer: A

8. Which service component is typically performed prior to the handover to a customer operations

organization?

A. Systems Integration

B. Acceptance Testing

C. Skill Assessment

D. Project Closeout

E. Security Check

Answer: D

9. Which service component in the prepare phase consists of creating a topology map for the solution and

identifying the products and services that will be required to implement the security solution?

A. System Acceptance Test Development

B. Account Qualification

C. High-Level Design Development

D. Detailed Design Development

E. Security Readiness Assessment

F. Site Readiness Assessment

Answer: C

10. Which activity is performed in a security solution readiness assessment?

A. Assess Existing Software Operations Procedures
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B. Survey Facility Site

C. Preliminary Technology Discovery

D. Assessment and Remediation Planning

Answer: B
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